CHAPTER 2: GETTING STARTED WITH DTS

Logging in to the Defense Travel System (DTS) for the first time begins with certifying that you are
authorized to use the system. After completing a registration procedure, you will be an authorized DTS
user.

This chapter covers the following topics:
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2.1 Common Access Card (CAC)

The Common Access Card (CAC) is a U.S. Department of Defense (DoD) smart card issued as standard
identification for active-duty military personnel, reserve personnel, civilian employees, state employees of
the National Guard, and eligible contractor personnel.

The CAC is used as an identification card as well as authentication to allow access to the Defense Travel
System (DTS). The CAC provides encryption and cryptographic signing of documents in DTS and
facilitates the use of public key infrastructure (PKI) authentication tools, and establishes an authoritative
process for the use of identity credentials.

Follow the below steps to log in to DTS:

1. Insert the CAC into the CAC reader.

You must leave the CAC in for the entire DTS session. The system will read the CAC periodically, and if
you remove it, an error message will display.
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Chapter 2: Logging in to DTS

2. Select the green LOGIN TO DTS button located near the center of the DTS Home page (Figure 2-1).
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Figure 2-1: DTS Home Page
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The DoD Privacy and Ethics Policy statement displays (Figure 2-2).

Please read the following DoD Privacy & Ethics Policy concerning DTS website, travel, and usage. By signing in
to the DTS System, you agree to the terms and conditions of use.

You are accessing a U.5. Government (USG) Information System (I15) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this 1S}, you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited ta,
penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement
(LE), and counterintelligence (CI) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used for any USG-authorized purpose.

-This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your
personal benefit or privacy.

-MNotwithstanding the above, using this 15 does not constitute consent to PM, LE or CI investigative searching or
monitoring of the content of privileged communications, or work product, related to personal representation or services
by attorneys, psychotherapists, or cleray, and their assistants. Such communications and work product are private and
confidential. See User Agreement for details.

ETHICS

Travelers must comply with the Federal and Departmental ethics rules when accepting travel benefits (i.e. goods,
services, or payment) from non-Federal sources. For DoD personnel, see Joint Ethics Regulation, Dol 5500.7-R, Chapter
4, Travelers may keep items of nominal value (as defined in applicable ethics regulations). Travelers may also keep
benefits received for voluntarily vacating a seat on an over-booked flight, but are not to vacate their seat if the
Government would incur additional costs or if it would affect the mission.

PRIVACY ACT

AUTHORITY: 5 U.5.C 57, Travel, Transportation, and Subsistence; 10 U.5.C. 135, Under Secretary of Defense
(Comptroller); 10 U.5.C. 136, Under Secretary of Defense for Personnel and Readiness; 10 U.5.C. 3013, Secretary of the
Army; 10 U.5.C. 5013 Secretary of the Navy; 10 U.5.C. 8013 Secretary of the Air Force; DoD Directives 7000.14-R; and
E.0. 9397 (S5N). PRINCIPAL PURPOSE(S): To obtain information for processing a request to travel at Government
expense on official Department of Defense business and for processing a claim for reimbursement of authorized and
legitimate expenses incurred as a result of such travel.

ROUTINE USE: For Federal and private entities providing travel services for purposes of arranging transportation at
Government expense for official business.

DISCLOSURE: Voluntary, however, failure to provide all of the requested information may preclude the processing of
both the travel request and the claim for reimbursement.

DEPARTMENT OF DEFENSE: Department of the Army Narrative Statement on a New System of Records Under the Privacy
Act of 1974,

Accept | Decline |

Figure 2-2: DoD Privacy and Ethics Policy Statement
3. Read the policy and select Accept. Selecting Decline will return you to the DTS Home page.
The DTS Secure Login screen opens.
4. Enter the PIN in the PIN field.

You may enter your PIN incorrectly up to three times before the system locks you out. If you get locked out,
you must contact the Local Registration Authority (LRA) to unlock the CAC.
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5. Select OK.

2.2 Account Activation

If DTS has previously activated your account, the log-in process continues. Otherwise, the User Activation
screen opens (Figure 2-3).

K Defense Travel System

A New Era of Government Travel

User Activation
Your user account needs to be activated.

If vou would like your account activated, complete the
form below. The form requires that you enter your social
security number twice. Please enter your SSN exactly
as it appears in your profile and indicate whether
you are a member of the Reserve Component
(Reservist or National Guard)

Enter Social Security
Number:

Reenter Social Security
Number:

Reserve/National Guard:
Submit Cancel

If the values entered match an account in Defense Travel
System , you will automatically be logged in.

Selecting the "Cancel” button will terminate the activation
process.

Figure 2-3: DTS User Activation Screen

The CAC contains a user ID number. Section 2.2.1 explains how DTS confirms your identity by matching
your ID number to your Social Security Number (SSN).

2.2.1 How to Activate a DTS Account

Follow the below steps to activate an account.

1. Enter the SSN in the Enter Social Security Number field.

2. Re-enter the SSN in the Re-enter Social Security Number field.

3. Select Submit.

DTS searches its database for your SSN. If it locates your SSN, the system determines whether or not
the account has been activated. DTS verifies if the last name that corresponds to the SSN in the

database matches the last name stored on the digital certificate. If these elements match, DTS
updates your information in the database.
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After DTS updates your ID number, the DTS User Welcome screen opens (Figure 2-4). Some of your
personal information is listed on the screen - namely, the permissions and accesses granted by your
organization's DTA. If you require more permissions or accesses, contact your DTA.

Logged In As: Chris A West Help for this screen

Defense Travel System

Arienfracioemmentie! A

Official Trawel W Official Travel - Others W|| Traveler Setup ¥||Reports W | Administrative W | ROA b d

. Documents Awaiting Your Approval --> Click Here
Welcome Chris A West

Organization: DTMOCSD My Signed Documents
Org Access: DTMOCSD
3 Document Name CS';;;'ZT De%aa::?ure Type
Group Access: CcsD
Permission: 0,1,2 Mo documents found.
Message Center
Check here for meszages.
What's New in DTS
Back to Top

Figure 2-4: DTS User Welcome Screen

If DTS finds your SSN in the database, but the last name does not match the digital certificate, or if the
user ID field is already populated, an error message will display (See Section 2.4).

If DTS does not find the SSN, you must complete Self-Registration. See Appendix A for guidance on
receiving self-registration requests.

2.3 Multiple Profiles

If you are a DoD civilian and are a member of the Reserves or National Guard, or if you are located at a
service/agency DTS office, you may need two or more DTS profiles. If you have multiple profiles in DTS,
the DTS User Welcome Screen displays a Reset Profile button that allows you to reset or change your

profile (Figure 2-5).
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Logged In As: Eric T West Help for this screen
“a Defense Travel System
AewErmotoemmentta! A
Official Travel W| Official Travel - Others W Traveler Sety Administrative v
. My Signed Documents
Welcome Eric T West . . —
urren parture
Organization: DTMOCSD Pocument Name Status Date REE
Org Access: EWNAVALBASECD091916 W01 SIGNED 12/07/16 WCH
Group Access:
Permission:
Reset Profile |
Message Center
Check here for messages.
What's New in DTS
Back to Top
Figure 2-5: User Welcome Screen with Dual Profile
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To activate a different profile, select Reset Profile. The Reset Profile window opens (Figure 2-6). Select

Continue.

K. Defense Travel System

A New Era of Government Travel

Reset Profile

You have selected to reset your user profile. This allows users with more
than one profile the ability to log in to any of their current profiles, one at a
time. If you select "Continue” DTS will reset your User ID and log you out
immediately. When you log back in, you will be prompted to enter the SSN

of the profile you want to log into and to indicate whether you are a member

of the Reserve Component (Reservist or National Guard), so that DTS can
associate your certificate/CAC with that profile. If you have selected the
Reset Profile button in error, please select the "Cancel” button. If you
cancel, you will be taken back to the DTS Homepage for the profile you are
currently logged into, and your User ID will not be reset.

Continue | Cancel
| VOGO SSS—

Figure 2-6: Reset Profile text box

DTS logs you off and deactivates your current profile. To activate the alternate profile, log into DTS again.

The User Activation screen opens (Figure 2-7). Enter the SSN associated with the new profile.

User Activation

Your user account needs to be activated.

If you would like your account activated, complete the
form below. The form requires that yvou enter your social
security number twice. Please enter your SSN exactly
as it appears in your profile and indicate whether
you are a member of the Reserve Component
(Reservist or National Guard)

Enter Social Security eeanmenne
Number:
Reenter Social Security [, ...
Number:

Reserve/National Guard:

Submit |_Cancel |

If the values entered match an account in Defense Travel
System , you will automatically be logged in.

Selecting the "Cancel” button will terminate the activation
process.

Figure 2-7: User Activation Screen
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2.4 Error Messages
If a log-in attempt is unsuccessful, any of the error messages listed below may display.

The User Activation message displays if the values entered in the Social Security Number (SSN) fields do
not match (Figure 2-8).

The values entered do not match, Please try again.

oK

Figure 2-8: User Activation Message
Resolve this by entering the correct SSN in both of the fields and selecting Submit.

Other Login Error messages include the Invalid or Expired Certificate message (Figure 2-9) and the
Account Locked or Not Found or Certificate Revoked message (Figure 2-10).

Defense Travel System

A New Era of Government Travel

Login Error

There has been a problem with legin

Your certificate is invalid or expired. Please contact your lecal
Registration Authornty (LRA) or Verifying Official (V2] to obtain a
new certificate or CAC card.

Figure 2-9: Invalid or Expired Certificate Message

Defense Travel System

A Mew Era of Government Travel

y

Login Error

There has been a problem with login

Your account could not be found or is locked. or vour certficate
has been revoked. Please contact your Local Registration Authorty
{LRA) or Verifying Official (VO) to obtain anew PK cerificate orto
find addtional information.

Close window

Figure 2-10: Account Locked or Not Found or Certificate Revoked Message

Resolve these error messages by contacting the LRA the Travel Assistance Center (TAC) for assistance.
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2.5 Troubleshooting
If you encounter a problem during the login or authentication process, try to resolve the problem by
following the actions listed below:

* Insert the CAC before selecting the LOGIN TO DTS button.
* Make sure that the CAC remains securely in place the entire time when using DTS.
* Enter the PIN when the Digital Signature Login screen opens.

If an error occurs during the authentication process, DTS displays either a numbered error message or an
un-numbered error message to alert you that the connection will be terminated. Regardless of the type of
error message, select OK to start the process again. If the problem persists, contact your local help desk or
the TAC.

2.6 Log Off DTS

Remember to log off DTS at the end of a session. Complete the below steps to close screens and exist
DTS:

1. To exist from any DTS screen, select Close when available. Select the X in the top right corner of the
browser screen if a Close button is not available.

2. To exit DTS completely, select Logoff on the banner at the top of the DTS User Welcome screen.
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