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DEFENSE TRAVEL
MANAGEMENT OFFICE

Carrier Instructions to Access GOPAX

As part of the Department of Defense (DoD) Bus Program Agreement #5, carriers are required to register for
the U.S. Transportation Command's Group Operational Passenger System (GOPAX) and submit a carrier
application to the DoD Bus Program at https://www.defensetravel.dod.mil/dod bus program application/.
The purpose of this document is to outline the steps carriers need to take to access GOPAX. As a preliminary
step, carriers must obtain an External Certification Authority (ECA), which is required for users who do not
have a Common Access Card (CAC). You then go GEOAXIS, where you will complete a one-time registration
using your ECA certificate.

*NOTE: this is a new process. Users formerly went to the ETA/SDDC website, but access to GOPAX through
that website has terminated.

Step 1: First obtain an External Certification Authority

A. Submit an application for External Certification Authority (ECA). Contact one of the two commercial
companies listed below and follow online instructions for obtaining an ECA certificate. *Note: ORC
requires using the Firefox browser. Please note that there is a cost to acquire this certificate. The price
varies depending on how many years you prefer. Additionally, this guide may not provide all the
details required for you to purchase and/or install and use your ECA. You may need to contact the
commercial ECA provider directly for more detailed support.

IdenTrust, Inc. Operational Research Consultants, Inc.
http://www.identrust.com/eca/eta https://eca.orc.com/

Email: helpdesk@identrust.com Email: ecahelp@orc.com

Phone: 888.882.1104 Phone: 800.816.5548

Support: 888.339.8904

B. What system requires ECA? The DoD has established the External Certification Authority (ECA) program
to support the issuance of DoD-approved certificates to industry partners and other external entities.
The ECA program is designed to provide the mechanism for these entities to securely communicate with
the DoD and authenticate DoD information systems, such as GOPAX.

C. What type/level certificate do | need? The type/level certificate you need is a Level 2 ECA Medium
Assurance Certificate or a Medium Assurance Identity/Encryption Certificates.

D. How many certificates do | need for my company? Commercial users need to purchase a certificate for
each person who requires access to the DoD system.

E. Submit your notarized support documentation to the ECA company. Once you complete the online
application for your ECA, send your notarized support documentation to the address on the form. You
will receive an email stating the company received your application.
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F. Load your ECA certificate on your computer. You should receive a letter in the mail in about 5-7 days
with the status of your approval and additional information on how to retrieve, backup, and load
your digital ECA certificate. If traveling, your certificate may be copied to a thumb drive and taken to
another location.

Step 2: Complete the One-Time Registration on GEOAXxIS

A. Once you have acquired your digital ECA and it is loaded on your computer, go
to https://geoaxis.nga.mil

All carriers and agent representatives must complete the one-time registration.

1 GEOAXIS Authentication
‘A

Please provide one of the following credentials to You are attempting to access a resource protected by GEOAXxIS.
Authenticate

Bii Carifcal U.S. Government Warning
ookl This is a United States Government Computer System.
Use of this U.S. Government system, authorized or unauthorized, constitutes consent
Disadvantaged Users to monitoring of this system
For technical assistance, please contact the NGA Enterprise Service Center: 1-800-

Austere Users 455-0899 (Commercial), 578-5555 (Secure)

D.me

Which credential should | choose?

B. Select/click PKI Certificate on the left side. You will be asked to provide your ECA certificate for
authentication.

Please provide one of the following credential

You are attempting to access a resource protected by GEOAXIS.
Authenticate

U.S. Government Warning
This is a United States Government Computer System

Use of this U.S. Government system, authorized or unauthorized, constitutes consent
to monitoring of this system

For technical assistance, please contact the NGA Enterprise Service Center: 1-800-
455-0899 (Commercial), 578-5555 (Secure)

D.me

Which credential should | choose?

C. Carriers select your ECA certificate and enter your ECA password/PIN. Disregard popup window.

D. When your name appears on the left hand side of the Home | Welcome web page, you are finished.
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National
Geospatial-intelligence
& Agency

Consumers Users Information Contact Us

Home | Welcome, Nancy WA 2. Cloud Access Portal & Consumer Portal

GEOAXxIS, Securing the Community

GEOINT Access and Information Sharing (GEOAXIS) is the
NGA Enterprise Identity, Authentication, and Authorization
(IAA) service provider enabling a secure information-sharing
platform focused on an authoritativ erated model

People

Identity verification for NGA employees, contractors, and
partners

Access
Transparent resource protection with traceability and
auditability

Services

Secure information-sharing available on all security domains

Step 3: Request Access to GOPAX

Login to https://gopax.transport.mil. Click Accept & Login at the bottom of the page. The recommended
internet browser for GOPAX 9 is Chrome.

g
R

-
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-
authorized use only. By using this IS (which includes any device attached to this IS), you consent to
the following conditions:

« The USG routinely intercepts and monitors communications on this IS for purposes including,
but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl) investigations.

« At any time, the USG may inspect and seize data stored on this IS.

« Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USG-authorized
purpose.

« This IS includes security measures (e.g., authentication and access controls) to protect USG
interests--not for your personal benefit or privacy.

« Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI
investigative searching or monitoring of the content of privileged communications, or work

A. If this is the first time you are accessing this site, you will see a red bar that says ‘You are not authorized
to access GOPAX.
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-
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-

authorized use only. By using this IS (which includes any device attached to this IS), you consent to
the following conditions:

« The USG routinely intercepts and monitors communications on this IS for purposes including,
but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl)
investigations.

« At any time, the USG may inspect and seize data stored on this IS.

« Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USG-authorized
purpose.

« This IS includes security measures (e.g., authentication and access controls) to protect USG

= vacy. >

Accept & Login

B. When you click the blue button and get the red bar, wait 15 minutes to an hour then login again to
https://gopax.transport.mil. You will not be granted access to GOPAX until the DoD Bus Program has
approved you as a carrier and until you have your ECA registered in GEOAXIS.

C. Don’t forget to complete the carrier application to DoD Bus Agreement #5 at
https://www.defensetravel.dod.mil/dod bus program application/

Customer Support
For system support, contact the USTRANSCOM Help Desk at:

Call: 618-220-6432
Email: transcom.scott.tcj3.mbx.gopax@mail.mil

USTRANSCOM Training videos:
https://www.ustranscom.mil/dbw/training/Carriers%20Process%20for%20Bus%20Requests.ppsx

If you have questions about the DoD Bus Program, please email dodhra.mcalex.dtmo.mbx.military-bus-
program@mail.mil

Defense Travel Management Office 4



https://gopax.transport.mil/
https://www.defensetravel.dod.mil/dod_bus_program_application/
mailto:transcom.scott.tcj3.mbx.gopax@mail.mil
https://www.ustranscom.mil/dbw/training/Carriers%20Process%20for%20Bus%20Requests.ppsx
mailto:dodhra.mcalex.dtmo.mbx.military-bus-program@mail.mil
mailto:dodhra.mcalex.dtmo.mbx.military-bus-program@mail.mil

