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About This Guide


This Instructor Guide for Distance Learning Classes will enable you to train online class participants how to work with the DTMO Enterprise Web Training System or EWTS. The significant features of this guide are as follows:

· It provides references to the slide numbers of the PowerPoint presentation prepared to accompany this unit.  Slides should be used as the content delivery method for this class.

· It provides approximate time duration for each section. However, the time duration may vary depending on the length of discussions and questions that participants might have on a particular section. 

· It provides suggestions on when to use the online highlighting tools.

· This material was designed to be delivered using web conferencing software. This guide does not provide detailed instructions on how to set up or manage any web conferencing software.  Instructors are expected to secure this information and skill set independent of this document.  

· For purposes of this manual, the following assumptions are made:
· VoiP (Voice over Internet Protocol) is being used 
· Chat and highlighting tools are available
· Instructor computers are properly configured
· Session is created prior to class start time
· A quiet/private delivery space is being used 
· The invitation to attend has been distributed or posted
· Support material is available to participants
· The instructor is familiar with the course material
· The instructor is experienced with the software
· Evaluation tools are available for distribution 
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Distance Learning Pre-Class Preparation                    2 Hours                          



· Review the script, and slides associated with this unit to ensure you are thoroughly familiar with the information to be delivered. Slide numbers are referenced throughout the guide to enable easy coordination of the script with the slides at an appropriate pace.  

· Secure a technical assistant or co-instructor for the session.  This person should monitor and respond to participant questions. 

· Conduct at least one live practice, with your co-instructor.

· Ensure you have appropriate teaching conditions and equipment:
· Quiet room with minimal background noise
· Newer model computer with high speed Internet access
· Headset with microphone
· Web camera (optional)
· Web conference software user name and password
· DTS soft certificate and password for EWTS*** access
· PowerPoint slides for this unit
· Website link(s) for this unit 
· Web conference URL; access instructions
· Help Desk telephone number(s) 
· Notepad and pen

· Check software and hardware:  
· Computer works properly with web conference software
· Software is configured and tested for audio and/or video
· Headset is plugged into the computer and works
· Volume control on the headset and computer are properly set
· Web camera is placed for best visual of instructor
· Participant to instructor chat room/communication mode is working
· Instructor chat room is available
· Highlighting tools open and work as expected
· Welcome slide includes class name
· Slides and script are the most current version
· Slides are properly attached to the session
· EWTS is up and running before class starts (if appropriate)










 EXPLANATION OF HIGHLIGHT ICONS & SYMBOLS:
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Highlight Icon: Indicates to instructor and co-instructor specifically what needs to be highlighted on the each slide within the PowerPoint presentation supporting this class. Also includes directions on the color of highlight symbols to be applied.


Highlight Symbols:
Indicates to instructor and co-instructor which specific highlight symbol to apply to a portion of a presentation slide.  Symbols will usually be a stars, arrows, check marks, and/or boxes. Placement also indicates exactly when to apply the symbol within the text.

Complex Sequence Notes:
When highlights must be applied in a specific flow or complex pattern, each point will be indicated with a sequential number.





INSTRUCTOR ROLES:
	[image: Alert_Icon][image: Alert_Icon]
	
The co-instructor is typically responsible for the following:
· Accepting participants into the class 
· Guiding participants to technical assistance information
· Executing slide changes for the instructor
· Highlighting slides for the instructor
· Responding to participant questions
· Passing content question to the instructor or a SME during class
· As appropriate, collecting participant email addresses for distribution of supplemental information or responses to unique questions after class
· Ensuring any unanswered class questions are distributed to SMEs and responses are sent to participants in a timely manner
· Ensuring any requested supplemental information is distributed to participants in a timely manner 

The instructor is typically responsible for the following:
· Ensuring class starts and ends on time
· Ensuring slides and script associated are the most current version
· Ensuring slides are properly attached to the web conference
· Ensuring any web links are properly entered and working
· Ensuring the evaluation card is distributed at the close of class





Opening the Class
	[bookmark: _Toc204599288][bookmark: _Toc212446544][bookmark: _Toc305065501]
Welcome                                                         15 Minutes pre-class start time



Display:
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	Slide1: Welcome to EWTS Setup & Application

	




  NOTE TO INSTRUCTORS ONLY
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When this material is delivered via web conferencing software that depends on VOIP (Voice over Internet Protocol), it is important to do a sound check before starting the script.

Stop and ask participants if they can hear you clearly, pause and give participants time to respond, and then proceed with the class.




   Highlight:
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	· No highlights needed.



   Welcome participants:
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Hello, my name is (insert name); I will be your instructor today.

Also on the line is (insert name), who will be monitoring the chat box and dealing with technical details.

Welcome to D-205 EWTS Setup and Application. 
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	Slide 2: Topic, Target Audience, Pre-Requisites

	




Highlight:
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	· Stamp a star or check on each bullet as it is reviewed. 




Ensure all participants have signed into the appropriate class:
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[image: ]
[image: ][image: ]
	

This class is EWTS Setup and Application.

The Enterprise Web Training System or EWTS is software that provides a simulated environment that replicates the production version of the Defense Travel System software or DTS.

The session is approximately 45-50 minutes long.

The class today is intended for Trainers or Defense Travel Administrators who train personnel how to use the Defense Travel System (DTS).

There are no training pre-requisites for participation.
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	Slide 3: Technical Issues?


	




Highlight:
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	· Stamp a star or check on each bullet as it is reviewed. 




Explain:
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This class is provided by the Defense Travel Management Office and delivered with the DOD approved Defense Connect Online software.

 If you experience poor audio, slow changing screens, or connection issues, please take corrective action on your own. 

 First, exit the class, and close all other software browsers open on your computer; then re-enter class. 

 If the problem continues, contact your local IT support team and ask for help configuring your computer to work with DCO.

 Or call the DISA/DCO Help Desk; their number always appears in the corner of the classroom screen.
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	Slide 4: Attendance Credit

	




Highlight:
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	· Draw a box around “Guest” and login name area. 




Explain:
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To receive proof of attendance for this or any other DTMO distance learning class; always select the GUEST option on the login screen and enter your full name and Service or Agency initials.

Attendance is manually credited to eligible participants 1-2 weeks after class.

Print your certificate by going to the My Completed tab in TraX.

Class login information must match training registration information or credit cannot be awarded.

If you did not provide complete information at entry today, please do so now by using the chat box.
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	Slide 5: Communicating In Class
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Highlight:
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	1. Draw a box around the icon with the raised hand.
2. Draw a box around the chat box text entry area.
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For those who are new to our program, participant microphones are turned off during class, so please do not select your microphone icon.

There are however two options for communicating with our team today. 

First, everyone has a “raise the hand” icon, in the lower left corner of the screen. 

Please go there now, and send me a message of your choice, then look at the attendance box to confirm your action.
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INSTRUCTOR NOTE: Pause to give participants time to act, then insert a brief personal comment thanking them for their actions before returning to the script.  Remove all icons before advancing. 
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You can also ask questions at any point by using the chat pod.

(Insert co-instructor first name) and I will make every effort to quickly respond to your questions.

When this is not possible, we will email the response after class.


	[bookmark: _Toc204599290][bookmark: _Toc212446546][bookmark: _Toc305065502]

Training Objectives
	
	         2 Minutes
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	Slide 6:  Training Objectives 
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Highlight:
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	·  Stamp a star or check on each bullet as it is reviewed.



Explain:
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By the end of this class, you should have a working understanding of the following points:

How to request Public Key Infrastructure or PKI certificates that must be used for training with the Enterprise Web Training System known as EWTS.

How DBsign Universal Web Signer or UWS software is used.

The location and purpose of a computer certificate store.

The process involved with importing certificates into a certificate store.

How to access the Enterprise Web Training System.  

And how to build your organization in EWTS, so it will mirror your local setup in DTS as closely as possible.
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EWTS Overview
	
	       5 Minutes
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	Slide 7: EWTS Overview

	



Highlight:
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	· Stamp a star or check on each point as it is reviewed.



Explain:
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EWT is a training environment, it is not the live or production version of DTS and it is available via the Internet as a web based service. 

And it is designed to mirror or duplicate DTS in almost every aspect.  

EWTS is available free of charge to any DoD service, agency or individual organization. 

EWTS was created to provide DTS administrators and users with a safe environment in which to practice using the most current version of DTS.  

The simulated DTS environment can be use by DTAs to train travelers how to create authorizations, vouchers, and local vouchers. 

It also provides an environment where select personnel can practice creating and managing routing lists, approving documents and other common DTA tasks. 
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	Slide 8: Who uses EWTS & Why?
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	· Stamp a star or check on each item on the slide.




Explain:
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EWTS is a valuable training resource for AO’s and DTAs who typically used it as a safe practice environment for new personnel.  

Travelers can only gain access to EWTS via their own AO or DTA.

EWTS is typically used at the organization level by AOs or DTAs to train travelers and others who manage travel orders how to use DTS in a risk free environment.

 AO’s and DTAs also use EWTS to improve their own skills by practicing common administrative or maintenance tasks.  

This is possible because, although EWTS looks identical to DTS, it does not create actual travel reservations. 

EWTS is not connected to the GDS or Global Distribution System.  

Therefore it does not create Passenger Name Records or PNRs and it does not generate actual financial obligations. 
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	Slide 9: Computer Requirements
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	· Stamp a star or check on each item on the slide.



Explain:
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	To use EWTS, a site must have computer workstations and Internet connectivity. 

If training is to be provided regularly at the site or if several people are to be trained together, then a classroom is suggested so each participant has their own terminal when using EWTS. 
  
The four system requirements listed on this slide all are standard and none should require any special local IT approval or support. 

If you are about to use EWTS for the first time, you should talk to your IT team, since you are introducing a new software application. 
  
All computers using the application must be configured with Java Runtime Environment and it must be version 1.6 or later.  

All computers used with EWTS need DBsign Universal Web Signer or simply UWS which is security software that identifies valid certificates and grants access to the software. 

And all EWTS computers must meet Public Key Cryptography Standards. PKCS is a file format commonly used to store private keys with accompanying public key certificates. 

These certificates are protected with a password. 



	[bookmark: _Toc305065504]

Request PKI Training Certs
	
	       5 Minutes
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	Slide 10: To Learn More

	




Highlight:
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	· Draw a box around the “Learn More” button. 



Explain:
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In addition to the software requirements listed on the last slide, the DTS Home page provides access to helpful information on how to use EWTS; including directions for how to install the Java Runtime Environment. 

If all of this is new to you, then our team suggests you start by reviewing this extra material. 

Go to the DTS Home page, locate the box titled First Time Users and select the “Learn More” button. 
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	Slide 11: A Word of Caution

	




Highlight:
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	· Stamp a star to the left of each box as it is reviewed.




Explain:
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Before we get too far into class I want to make sure everyone understands a couple of simple but very significant points. 

First, the EWTS training environment is not secure; therefore, no one should ever use EWTS without training certificates.

In other words all users need to understand they should never use their CAC with this software.  

This is an important internal training point because EWTS is not configured to prevent access via a CAC.  

Therefore any time a user accesses EWTS with their CAC, they may give other people access to their personal information. 

If your organization is ready to use EWTS, and you don’t have training certificates, then you must request a set from the Defense Travel Management Office or DTMO. 

An even if your organization does already have certificates, you still need to understand the correct way to order additional sets.
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	Slide 12:  EWTS: Instructor Resources
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Highlight:
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	1. Draw a box around the Programs & Services tab.
2. Draw a box around the Training Resources option.
3. Draw a box around the Instructor Resources option.
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To access EWTS support material, including certificate order forms, start by going to the Defense Travel Management Office websites home page and locate the Programs & Services tab.

When the dropdown opens, scroll to Training Resources and from the second dropdown select Instructor Resources.
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	Slide 13: Instructor Resources
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Highlight:
	[image: MCj04348290000[1]]
	1. Draw a box around the Quick Links and Resources box.
2. Draw a line under the EWTS Guide link.
3. Insert arrows to point out the Instructions for Downloading and the Training Resources Lookup Tool links.
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	Easy to download EWTS related material is always available from this screen for use by Defense Travel Administrators, Instructors or Travel Managers for both classroom and Distance Learning classes.

A link to this screen will be available at the end of class.

The Quick Links and Resources box on the right provides immediate access to the EWTS Guide. 

The guide includes all the information being covered in class today, including detailed instructions for working with certificates.

The only way to procure EWTS certificates is by using the EWTS Certificate Request Form as found on the last page of the EWTS Guide, or from the link on this screen.   

 The last two links provide directions for downloading all DTMO Instructor resources as well as how to use the Training Resources Lookup Tool. 
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	Slide 14: Certificate Request Form

	




Highlight:
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	· No highlights necessary.




Explain:
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	Before you can start using EWTS, you must have those certificates I keep talking about. 

And in order to receive EWTS certificates you must complete the request from as displayed on this slide, which you can only access from our website as I just demonstrated.

Please slow down at this point, and take the time to fill out the form correctly. 

If your request form is incomplete or incorrect then receipt of certificates will be delayed. 

Which means the only way to prevent delay is to provide all the requested information. 

It is also important at this point to make sure one person at your site is designated as your DTA Administrator.

That person should be the only person approved to request certificates from and communicate with the DTMO EWTS Administrator.
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	Slide 15: Requestor Information
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Highlight:
	[image: MCj04348290000[1]]
	      1– 3 Enter short dashes or long lines into the open text boxes as each is reviewed. 
4. Draw a box around Instructions.
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Let’s start with the top section of the form. 

To expedite your request, always enter the date you are submitting the request and be sure to select your Branch of Service from the dropdown list.

The name entered must identify the person submitting the request along with that persons email address and phone number. 

All requests for EWTS training certificates are sent to the DTMO EWTS Administrators via email or fax.

And that information is at the top of the form.

Again, if any information is missing or incorrect, there could be a delay in processing your request because that means the EWTS Administrator may have to stop processing in order to contact you for clarification.  
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	Slide 16: Organization Information
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	· Insert short dashes into the Org Name text box.
· Draw a box around the graphics at the bottom of the slide.
· Draw a box around all the address elements on the form.
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The most valuable aspect of EWTS is that all training certificates are customized to reflect your specific organizational structure. 

When you use EWTS for training you are presenting personnel with an environment that reflects what they will see and use in the live version of DTS.

That customization starts with the creation of an appropriate organization name; and that name must be created by the DTMO EWTS Administrator.  

In order to create it the DTMO EWTS Administrator needs to understand, in general terms, if the certificates will be used at a base, a training facility, or an air station. 

Your sites street address, city, state and zip code are required information because the EWTS Administrator is going to set up the training organization to be used by your students. 
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	Slide 17: DTS Information
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Highlight:
	[image: MCj04348290000[1]]
	1. Insert a check mark in the Yes box.
2. Draw a line in the open text box for role information. 
3. Draw a box around the certificate request section.
4. Insert the numbers 5, 5, and 10 as appropriate to each box.
5. Insert short dashes in the justification text box.
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The last section of the request form starts by asking if your organization is currently using DTS or not.  

Use the dropdown option to indicate what role the requestor fills within their organization as it relates to DTS.

The most important part of the whole form is the number of traveler, AO and LDTA certificates needed; this is required. 

The recommended set is 5 traveler certificates, 5 AO certificates and 1 LDTA certificate. 

If you request more than 10 of any single type of certificate, you must provide a written explanation detailing why this is necessary.  

And if a written explanation is not provided, the return of your certificates will be delayed until the DTMO EWTS Administrator can verify your request.
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	Slide 18: Form Sent – Certificates Received
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	· Insert a check to the left of email and fax.
· Insert a check to the left of Certs returned section. 
· Draw a line under the delivery instructions. 
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As I mentioned earlier, when the form is complete it must be emailed or faxed to the DTMO EWTS Administrator using the address or phone number printed at the top of the form. 

It normally take 2-4 weeks to create, process, and return EWTS training certificates to a customer. 

Certificates will be delivered via email, not through the US Postal Service, FedEx, or UPS. 












	[bookmark: _Toc305065505]

Set Up the Computer
	
	        10 Minutes
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	Slide 19: Using DBsign Universal Web Signer
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	· Stamp a star next to each bullet as it is discussed
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Now that you have requested your certificates, it’s time to check your computers to make sure they are all properly configured to work with EWTS.  

As you work with your IT team or other personnel who may have questions about EWTS, you should be prepared to explain.

First, DBsign Universal Web Signer (UWS) is the security software used to authenticate users and provide a digital signature on DTS documents.  

Previously the security software had to be manually loaded on individual computers by local IT administrators.  

This requirement no longer exists because the security software DBsign UWS is now accessible via the Internet.  




CONTINUED NEXT PAGE
Continue slide 19:
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Second, as I outlined at the start of class, in order to use DBsign, all computers must have Java Runtime Environment (JRE) 1.6 installed.  

If JRE is not already installed you may receive a warning that installation is required before moving forward.  

And if you don’t have administrator privileges for your computer, or any computer being used for training, you must contact your IT administrator to perform this install. 

And as a final note, if your organization is currently using EWTS certificates issued prior to May 2010, these certificates still work.  

You will however need to follow instructions provided later in this class in order for those certificates to work in EWTS now.
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	Slide 20:  Accessing EWTS certificates
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	· Stamp a star next to each bullet as discussed.
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	Certificates are sent via email to the requestor who should be the local EWTS Administrator.

When they arrive they must be downloaded before they can be used. 

That means someone must install the certificates on all the computers to be used during training. 

Typically the certificates are downloaded into a folder on the computer of the person who made the request. 

But, they can be saved to a portable storage device such as a CD or diskette if these devices you are approved for use at your site. 
  
If you do elect to download the certificates to a portable storage devise you must then export  the certificates from that device to the certificate store located on the computer to be used for training.  

If you have worked with certificates in the past, then you may remember that previously they could be placed on the hard drive of the training computer and students could then select the certificate as appropriate for the class they were attending. 

An extra step is now required to allow these certificates to interface with the EWTS environment. 




Display:
	[image: ppt_icon]
	Slide 21:  Understanding Certificate Store
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	· Stamp a star next to each bullet as it is discussed.
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	Whether you store the certificates on a computer hard drive or a portable storage device, you must direct students to import them into the computer’s certificate store before they can be used with EWTS. 
  
A certificate store is a special key database file that is used to store digital certificates and it may also contain the certificate’s private key. 

And a certificate store is located on your computer’s hard drive but the exact location will depend on web browser used on a computer. 

Three of the more popular web browsers are Internet Explorer, Netscape and Mozilla Firefox.  

I will briefly review how to locate the certificate store on each of these web browsers in just a minute. 
  
Regardless of the browser being used, in order for certificates to work with EWTS, they must be imported into that computers certificate store.

And the importing of the certificates must be done each time a new person uses the computer; unless the computer is accessed with a generic ID and password.  

In which case, the certificates will only have to be imported once. 
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	Slide 22 :  Import via. Internet Explorer
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Highlight:
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	1. Draw a box around Internet Explorer.
2. Draw a box around Tools.
3. Draw a box around Internet Options.
4. Draw a box around Content.
5. Draw a box around Certificates.
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Briefly, to access the certificate store in Internet Explorer:

Select Tools from the menu bar.  

Select Internet Options.

Select the Content tab.  

Select Certificates in the center of the tab. 

 And the Certificates screen opens.
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	INSTRUCTOR SHOULD PAUSE TO ASK IF ANYONE IN THE ROOM IS USING NETSCAPE OR FIREFOX.

IF NO ONE IS USING EITHER THEN SKIP THE NEXT SLIDE.
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	Slide 23: Import Via Netscape or Firefox
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	1. Draw a box around Netscape.
2. Draw a box around Netscape Communicator.
3. Draw a box around Communicator.
4. Draw a box around Tools.
5. Draw a box around Security Info.
6. Draw a box around Certificates Link.
7. Draw a box around Mozilla Firefox.
8. Draw a box around Tools.
9. Draw a box around Options.
10. Draw a box around Advanced Icon.
11. Draw a box around View Certificates.
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And again briefly, to access the certificate store in Netscape.

Open the Netscape Communicator.

Select the Communicator menu.

From the drop down list select Tools.

Select Security Info. 



CONTINUED NEXT PAGE
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And then select the Certificates link to view each certificate type stored.

To access the certificate store in Firefox:

Select Tools from the menu.

Select Options next.

Then select the Advanced icon.

And finally, select View Certificates.
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	As I just mentioned, each computer to be used for training must now have the training certificates imported into their computers certificate store.  

And clearly there are different ways to execute the import. 

Today I will only review importing with Internet Explorer or IE.  

If your organization runs any other browser, contact your local IT department for assistance with importing certificates. 

If you are using Internet Explorer there are 2 certificate import options and it is up to your site EWTS Administrator to determine which is most appropriate for your situation. 
 
The first option is to locate the folder or point on the computer where the certificates are stored.  

Next, select the certificate that needs to be imported although only one certificate can be imported at a time.  

Double click on a single certificate which opens the “Import Certificate Wizard”.
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When the Welcome to the Certificate Import Wizard opens, select Next. 
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This opens the File to Import screen. 
  
Since you started the import process by selecting the file where the certificate is stored, you will leave the auto populated file name in place select Next. 
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	This opens the Password screen. 

And the password for the certificate being imported must be entered into the open text box. 

 If you are importing EWTS training certificates provided by the DTMO, the password will always be dts4You! 
  
The optional checkbox Enable strong private key protection lets you create a higher security level for the certificate.  

Since all the EWTS certificates you’re importing are already protected with a password, you do not need to use this option. 

The next optional box, labeled Mark this key as exportable, should be checked if the certificate being placed into this computer’s certificate store may need to be exported in the future.  
  
Which means you may want to check this box if you want to move them using a portable storage device.

 Select Next to continue importing this first certificate. 
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	This screen explains that certificate stores are simply system areas where certificates are kept or maintained.

You must select a location for your certificate store and a method for transferring all incoming certificates to that location. 

You have two options, and as a best practice, our team recommends you use the default option of auto selection by Windows based on the type of certificate being imported. 

In other words, you don’t need to take any action on this screen if you leave it set at: Automatically select the certificate store based on the type of certificate. 
  
However, if you are more familiar with Windows and want to designate a different computer location for your certificate store, then select the second option and browse to that point.

Either way, select Next to continue.

Any time you think you’ve made a mistake use the Back button to return to a previous screen to check or change your actions. 
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And as you can see from this slide, that action opens the Completing the Certificate Import Wizard dialogue box. 
  
The message at the top of the box confirms you have successfully completed the Certificate Import Wizard. 

Select Finish and a small pop-up box titled:  Certificate Import 

Wizard appears letting you know the import was successful. 

Select OK to close the pop-up and you have now imported the first certificate.

Which means, depending on how many certificates you need to import, that’s one down and you need to return to the beginning and repeat until all certificates have been loaded. 
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I mentioned earlier there were two options for Importing Certificates. 

To initiate the second option for Importing Certificates when using Internet Explorer, begin by opening a new Internet window. 

 Select Tools from the menu bar and then select Internet Options from the drop down list. 
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When the Internet Options screen opens, as seen on the left side of this screen, select the Content tab. 
  
Then select the Certificates button located in the middle of the screen.  

This opens the Certificates screen, as shown on the right side of this screen. 

What you are looking at is a list of any certificates already located in the computer’s certificate store. 
  
To import new certificates to the certificate store, select Import. 
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As soon as the Welcome to the Certificate Import Wizard opens, select Next.
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The File to Import screen then opens. 

Select the Browse button to search for the location where the training certificates have been stored. 
  
Choose the certificate that you need to import into the computer’s certificate store. 

Then either double click the certificate name or select Open. 
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The File to Import screen reopens with the File Name box populated with the path where the certificate was located on the computer. 
  
All you need to do here is select Next to continue. 
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	 The Password screen opens and even though I reviewed the information on this screen earlier, it’s important enough to look at one more time for those who are new to this whole process.

You must enter a password for the certificate being imported.

And the password for all EWTS is always: dts4You! 

The first optional checkbox lets you add strong private key protection; but you don’t need it because you certificates are already password protected. 
  
Do check the second box if the certificate you are depositing into this certificate store will need to be exported in the future.  

Select Next to continue importing the certificate. 








Display:
	[image: ppt_icon]
	Slide 36: Import Wizard: Certificate Store

	
 (
1
)[image: ] (
2
)[image: ] 



Highlight:
	[image: MCj04348290000[1]]
	1. Draw a box around both radio options in the center of box.
2. Draw a box around both the Next button.



Explain:
	 (
1
)[image: ] (
2
)[image: ][image: discussion_icon1]
	 

At the Certificate Store screen you have two options.

We recommend use of the default option of auto selection. 

In other words, you don’t need to take any action on this screen unless you want to designate a different computer location for your certificate store.

Either way, select Next to continue. 
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And just like the first option, the Completing the Certificate Import Wizard dialogue box opens.
  
Select Finish and when the Certificate Import Wizard pop up appears select OK to close it and the import is complete. 
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Clearly the next step is to access or to open EWTS.

To do that, you can go to the DTMO website and locate Instructor Resources via the Programs & Services tab in the main navigation bar as I showed you at the beginning of class.

And at the bottom of the screen, select the big blue button marked Enterprise Web Training System.
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This opens the DoD Privacy and Ethics Policy screen; just like it does each time you open the production version of DTS. 

And just as in DTS, you must select Accept to continue.  
  
If you choose Decline, you will be returned to the Home Page because your access to EWTS is always denied if you do not agree to accept the policies as stated. 
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After accepting the Privacy and Ethics policy, a gray Signing Data box will briefly appear.

The Choose Signing Certificate box will appear and you will need to select the appropriate EWTS certificate for the training class.  

In this example, I am selecting Terry D Carson; which is the first certificate in the list.

If the EWTS certificate does not appear in the Choose Signing Certificate box, then you will need to check your certificate store to see if the certificates were imported.

If the import was not completed, you must go back and execute the import again using one of the options previously discussed.
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As soon as you enter the digital signature the EWTS Welcome screen opens.

The screen is nearly identical to the DTS Welcome screen.

As you can see from this example, the Lead Defense Travel Administrator Helen has permission levels 0 – 6, which will allow her to perform many administrative actions within the DTA Maintenance Tool.
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When your training certificates are issued, the Defense Travel Management Office EWTS administrator established the following basic elements for your training organization:

The main organization is created.

A routing list shell is created, although it is unpopulated.

Similarly, a group shell is created for you, also unpopulated.

One LDTA is included and their profile has been activated.

A Line of Accounting is created for you.

And a budget is set up that already includes funds.
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To access any element created for your organization, open EWTS and select DTA Maintenance Tool under Administrative on the DTS Home page main navigation bar.

This slide shows all the modules that are available in the DTA Maintenance Tool home page drop-down list.  

You must use these modules to tailor your organizational set-up, create people or edit routing lists for your EWTS training environment.

Please note that the remaining slides in this class provide only very basic, very quick review of what needs to be done; this is not a step-by-step demonstration of the process.

For additional information on working as a DTA as well as how to use the DTA Maintenance Tool with EWTS or DTS we recommend you use complete the WBTs or web based training modules listed on this slide as found through our website or in TraX..
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The organization created or you by the DTMO EWTS Administrator is the organization that you will use for your training purposes.

The naming convention of the organization is very important because it allows automatic document purging.  

All your EWTS sub-organizations and documents are purged automatically on a weekly basis this is important because otherwise all you training related documents from all your students would accumulate and make it difficult to use.

You can use your LDTA, Helen, to add sub-organizations to your main organization and there is no limit to the number of sub-organizations you may add.

In the example at the bottom of this slide, you can see the organization name in the center of the screen.




Display:
	[image: ppt_icon]
	Slide 45: Create the Organization

	
 (
2
)[image: ] (
3
)[image: ] (
4
)[image: ] (
1
)[image: ]



Highlight:
	[image: MCj04348290000[1]]
	1. Draw a box around Create Organization in the navigation bar. 
2. Draw a box around the top of the form example.
3. Insert an arrow to point out required item stars.
4. Draw a box around the Save Organization button.



Explain:
	[image: discussion_icon1]



 (
1
)[image: ]
 (
2
)[image: ] (
3
)[image: ] (
4
)[image: ]
	
After you open the DTA Maintenance Tool Organization module, you will create a sub-organization.

To do this, select Create Organization in the dark blue navigation bar. 

When Create Organization is selected, the screen refreshes and a blank organization data form appears; simply complete the form and save the organization.

The example on the bottom left of this slide is actually the top half of that data form.

The example on the bottom right side of the slide is the bottom half of that same form; notice that there are numerous red stars denoting required information.

And the Save Organizations button is at the bottom of the screen.
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As I said, your training organization also comes with a routing list.

Just remember that routing list is empty, which means you must add routing elements to it before it can be used.

All routing elements that are available in DTS are available in EWTS, including conditional routing elements.

And even though there is no actual interface with the commercial travel office (CTO), the CTO SUBMIT and CTO BOOKED stamps are required elements on the routing list; because EWTS simulates interaction with the CTO.

At a minimum, the CTO Submit, CTO Booked and Approved stamps must be added to the routing list for the authorization document type.

EWTS does not interface with any live financial accounting systems either; it only simulates these interactions as well.

Using your Helen certificate, you may create and populate as many additional routing lists as may be required.
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To set-up your routing list or create a new routing list, enter the Routing List module of the DTA Maintenance Tool by using the drop down option at the top of the screen; as seen in the example at the top of this slide.

When the screen refreshes, the routing list search tool appears.

To edit a routing list set up by the EWTS Administrator, first perform a search to locate and display all routing lists currently assigned to your organization.

Do this by entering your search criteria and then selecting the Search button.
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When the screen refreshes routing list information will be presented in a format like the example at the top of the slide.

To edit the list, select Update to the left of the routing list.

This will open the Update Routing Screen as shown in the example at the bottom of the slide.

This is where steps can be added to a list by selecting the Add Routing Element button.

When you are finished be sure to select the Save Changes button at the bottom of the screen.
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	The LDTA for your organization has also been created and activated for you by the DTMO EWTS Administrator.

But it is up to you to use the Create Person tool in the People module to create additional users and all new travelers. 

You also need to create a profile for each traveler and AO certificate that is sent to you; AOs can be created with either a user or a traveler profile.

When creating a traveler profile, Government Travel Charge Card account information must be entered.  

For all your new travelers in EWTS, always use account number 4242424242424242; which is “42” repeated until there are a total of 16 digits plus any future expiration date. 

Electronic Funds Transfer or EFT information is mandatory for each traveler in EWTS just as it is in DTS; the EWTS routing number is always 114000653.  

The EFT account number is always 101010101 or “10” repeated until you reach 9 digits.

And if you need to train your travelers to use the Self Registration feature, follow the procedures in Chapter 7 of the DTA Manual.  
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To create profiles, open the DTA Maintenance Tool – People module by again using the drop down tool as seen in the top example on the slide.

Then from the People module, as seen in the second example on the slide, select Create Person in the dark blue navigation bar.

When the screen refreshes, fill in the data fields and select Save at the bottom of the form.
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When you receive your certificates you will see that one group has already been created for your organization, but there are no members in this group.

Your LDTA may create new groups if they are required and add travelers into the initial group or any other subsequently created groups.

As I mentioned earlier, one Line of Accounting has also already been set up for your organization.  

If other LOAs are required, simply use the LDTA certificate to select the correct format map for your service or agency and fill in the correct information.

The information contained in the line of accounting is different for each service or agency; if you do not know the correct information, ask your fiscal office to assist you.

A budget that is associated to the LOA has also been given appropriate funds; use the LDTA certificate to add additional funds to the budget.

The budget module is not accessible from the DTA Maintenance Tool homepage; you will need to access it from the DTS Home Page.

	[bookmark: _Toc305065507]

Summary – Questions - Closing
	
	       5 Minutes



Display:
	[image: ppt_icon]
	Slide 52:  Summary

	




Highlight:
	[image: MCj04348290000[1]]
	· Stamp a star or check on each bullet point as it is reviewed.


Explain:
	[image: discussion_icon1]
	This brings us to the end of class, and we certainly covered a lot of material in a short period of time. 

Working with EWTS Certificates and the EWTS environment is not difficult and it can serve as an extremely valuable resource both for the trainers in your organization but also for anyone who needs to administer DTS functions.

But the group that could benefit the most from your use of EWTS are the travelers within your organization.

By taking the time to ensure everyone understands how to use DTS you will cut down administrative time within your organization, which can provide immediate savings.

And your travelers will be reimbursed for their traveler faster and with fewer errors.

How to request Public Key Infrastructure or PKI certificates that must be used for training with the Enterprise Web Training System or EWTS.
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A few key point to take away today:
· All certificates must be ordered from through the DTMO EWTS Administrator; and that process always takes 2-3 weeks.

· To ensure fast delivery, be sure you use form provided, fill in all the blanks, and send it to the correct email box or fax terminal.

· Your certificates will arrive via email, not FedEx and it is your job to extract them, save them and load them into the certificate stores on all computers to be used for training.

· To achieve the best results with EWTS you must take the time to tailor your organization in EWTS so it mirrors your local setup in DTS as closely as possible.
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This concludes our class, which means the closing lobby is about to open.
· Audio broadcasting stops.
· Chat box remains available for questions.
· Lobby stays open for an hour.
· We monitor the chat for 15 minutes; or until all questions are answered.

Your feedback is an important part of our continuous improvement plan.

Please help us by completing the evaluation provided.

When the closing lobby opens you will have access to:
· Class slides with notes for download and local use
· Links to the DTMO website and TraX
· Links to class related resources

In addition to these live instructor classes, you can also use TraX to find:
· WBTs or Web Based Training modules for on demand learning
· On demand demonstration videos on various topics
· FAQs or Frequently Asked Questions on a wide range of topics.
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We appreciate your attendance today and we hope the class material is helpful. 

A three month schedule of upcoming distance learning classes can be found on the website in the Training Resources Center. 
  
Thank you and have a great day! 
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

And the Password screen opens and even though I reviewed the information on this screen earlier, it’s important enough to look at one more time for those who are new to this whole process.



At this point you must enter a password for the certificate you are trying to import. And anytime you import certificates provided by the DTMO, the password  is always: dts4You! 



Remember, the optional checkbox lets you  enable strong private key protection which is a higher security level for the certificate; and you really don’t need it because you certificates are already password protected. 

 

But you will usually want to  check the section box if the certificate you are depositing into this certificate store will be exported in the future.  



Select Next to continue importing the certificate.
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 The statement at the top of this screen simply explains that certificate stores are system areas where certificates are kept or maintained.



That means you need to  determine a location for your certificate store and a method for transferring all incoming certificates to that location. 



You have two options, and we recommend as a best practice, that you use the default option  of auto selection by Windows based on the type of certificate being imported. 



In other words, you don’t need to take any action on this screen if you leave at: Automatically select the certificate store based on the type of certificate.

 

However, if you are more familiar with Windows and want to designate a different computer location for your certificate store, then  you can select the second option and then browse to that point.



Either way, select Next to continue. If you think you have made a mistake at any point in this process you can use the Back button to return to a previous screen to check or change your actions.
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And  just like option,  this opens the Completing the Certificate Import Wizard dialogue box.

 

Select Finish and when the Certificate Import Wizard  pop up appears select OK to close it  and the import is complete. 
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As soon as you select the EWTS button, the Privacy and Ethics Policy appears; just like it does each time you open the production version of DTS. And just as in DTS, you must choose Accept to continue.  

 

If you choose Decline, you will be returned to the Home Page because your access to EWTS is always denied if you do not agree to accept the policies as stated.
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Defense Travel Management Office
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After accepting the Privacy and Ethics policy, a gray Signing Data box will briefly appear. The Choose Signing Certificate box will appear and you will need to select the appropriate EWTS certificate for the training class.  

 

In this example, I am selecting Terry D Carson; which is the first certificate in the list. If the EWTS certificate does not appear in the Choose Signing Certificate box, then you will need to check your certificate store to see if the certificates were imported.

 

If the certificates were not imported, you will to import them using one of the options previously discussed.
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Office of the Under Secretary of Defense (Personnel and Readiness)

As soon as you enter the digital signature the EWTS Welcome screen opens. The screen is nearly identical to the DTS Welcome screen.

 

As you can see from this example, the Lead Defense Travel Administrator Helen has permission levels 0 – 6, which will allow her to perform many administrative actions within the DTA Maintenance Tool.
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 When your training certificates are issued, the Defense Travel Management Office EWTS administrator established the following basic elements for your training organization:

 

The main organization with appropriately customized name.
A routing list shell, which is unpopulated.
A group shell, which is also unpopulated.

One LDTA, whose profile has been activated.
A single Line of Accounting and a budget, that already includes funds.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

 To access any element that was created for your organization, select DTA Maintenance Tool, under Administrative on the DTS Home page main navigation bar.

 

This slide shows the modules that are available in the DTA Maintenance Tool home page drop-down list.  

 

You must use these modules to tailor your organizational set-up, create people or edit routing lists.

 

Please note that the remaining slides in this class provide only very basic instructions on what needs to be done; this is not an exact step-by-step demonstration of the process.

 

For additional information on using the DTA Maintenance Tool in EWTS or DTS we recommend you attend our distance learning DTA Maintenance Tool series that includes:

D-100  DTA Maintenance Tool: Overview

D-105 DTA Maintenance Tool: Organizations

D-110 DTA Maintenance Tool: Groups

D-115 DTA Maintenance Tool: Routing Lists

D-120 DTA Maintenance Tool: People
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After you open the DTA Maintenance Tool Organization module, you will create a sub-organization. To do this, select Create Organization in the dark blue navigation bar. 

 

When Create Organization is selected, the screen refreshes and a blank organization data form appears; simply complete the form and save the organization. The example on the bottom left of this slide is actually the top half of that data form.

 

The example on the bottom right side of the slide is the bottom half of that same form; notice that there are numerous red stars denoting required information. And the Save Organizations button is at the bottom of the screen.
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 Your training organization also comes with a routing list. The routing list is empty, which means you must add routing elements to it before it can be used. All routing elements that are available in DTS are available in EWTS, including conditional routing elements.

 

Even though there is no actual interface with the commercial travel office (CTO), the CTO SUBMIT and CTO BOOKED stamps are required elements on the routing list; because EWTS simulates interaction with the CTO.

 At a minimum, the CTO Submit, CTO Booked and Approved stamps must be added to the routing list for the authorization document type.

 

EWTS does not interface with any live financial accounting systems either; it only simulates these interactions as well. Using your Helen certificate, you may create and populate as many additional routing lists as may be required.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

 To set-up your routing list or create a new routing list, enter the Routing List module of the DTA Maintenance Tool by using the drop down option at the top of the screen; as seen in the example at the top of this slide.

 

When the screen refreshes, the routing list search tool appears. To edit a routing list set up by the EWTS Administrator, first perform a search to locate and display all routing lists currently assigned to your organization.

 Do this by entering your search criteria and then selecting the Search button.
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When the screen refreshes routing list information will be presented in a format like the example at the top of the slide. To edit the list, select Update to the left of the routing list.  This will open the Update Routing Screen as shown in the example at the bottom of the slide.

 

This is where steps can be added to a list by selecting the Add Routing Element button. When you are finished be sure to select the Save Changes button at the bottom of the screen.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

When you receive your certificates, the LDTA has already been created and activated. Use Create Person in the People module to create additional users and all new travelers. A profile needs to be created for each traveler and AO certificate that is sent to you; AOs can be created with either a user or a traveler profile.

 

When creating a traveler profile, Government Travel Charge Card account information must be entered.  For all your new travelers in EWTS, always use account number 4242424242424242; which is “42” repeated until there are a total of 16 digits plus any future expiration date. 

 

Electronic Funds Transfer or EFT information is mandatory for each traveler in EWTS just as it is in DTS; the EWTS routing number is always 114000653.  The EFT account number is always 101010101 or “10” repeated until you reach 9 digits. If you need to train your travelers to use the Self Registration feature, follow the procedures in Chapter 7 of the DTA Manual. 
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GROUPS – LOAs - BUDGETS

Groups

– Initial Group has been created

– No members have been entered

Lines of Accounting (LOA)

– Initial LOA set up for the organization

Budgets

– Initial Budget has been allocated funds
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Initial LOA set up for the organization



Budgets

Initial Budget has been allocated funds
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When you receive your certificates you will see that one group has already been created for your organization, but there are no members in this group. The LDTA may create new groups if they are required and add travelers into the initial group or any other subsequently created groups. A Line of Accounting has also already been set up for your organization.  

 

If other LOAs are required, simply use the LDTA certificate to select the correct format map for your service or agency and fill in the correct information. The information contained in the line of accounting is different for each service or agency; if you do not know the correct information, ask your fiscal office to assist you.

 

A budget that is associated to the LOA has also been given appropriate funds; use the LDTA certificate to add additional funds to the budget.  

The budget module is not accessible from the DTA Maintenance Tool homepage; you will need to access it from the DTS Home Page.
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SUMMARY
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A few key point to take away today:

•Order certificates via the DTMO EWTS Administrator

•Delivery takes 2-3 weeks if the form is correctly submitted

•Send  the form to the correct email box or fax terminal.

•Certificates arrive via email, not FedEx.

•Extract them, save them and load them into the certificate 

stores on all computers to be used for training.

•Tailor your EWTS organization to mirrors your local setup.
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Lobby set-up:

o

Instructor audio turned off

o

Questions answered for 15 minutes

o

Lobby stays open 60 minutes

Please help us evaluate:

o

Complete evaluation

o

Provide feedback

Use the lobby resources:

o

Download class slides

o

Use links to DTMO website & TraX

CLASS CLOSING LOBBY
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THANK YOU FOR ATTENDING 

DISTANCE LEARNING

For a three month schedule of 

DTMO distance learning classes

Go to the 

DTMO Website > Training Resources Center
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1

Hello, my name is (insert name); I will be your instructor today.

 

Also on the line is (insert name), who will be monitoring the chat box and dealing with technical details.

 

Welcome to D-205 Trainer’s Toolkit – Enterprise Web Training System. 

 

I will start the class (now or promptly at (insert time)
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D-205 EWTS Set-Up and Application

Topic: Enterprise Web Training System

Time: 45-50 minutes

Target Audience:

Trainers

Defense Travel Administrators

Pre-Requisites: None
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Topic: Enterprise Web Training System



Time: 45-50 minutes



Target Audience:  

		Trainers
	Defense Travel Administrators



Pre-Requisites:  None
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

2

 This class is EWTS Setup and Application. The Enterprise Web Training System or EWTS is software that provides a simulated environment that replicates the production version of the Defense Travel System software or DTS.

 

The session is approximately  45-50 minutes long. The class today is intended for Trainers or Defense Travel Administrators who train personnel how to use the Defense Travel System (DTS). There are no training pre-requisites for participation.
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TECHNICAL ISSUES?

•

AUDIO GAPS

•

SLOW SCREEN CHANGES

•

DISCONNECTS 



Exit class



Close all other software applications



Log back into class 



Check with local IT staff

If problem persists call the DISA Help Desk: 

1-800-447-2457
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

This class is provided by the Defense Travel Management Office and delivered with the DOD approved Defense Connect Online software.

 

 If you experience poor audio, slow changing screens, or connection issues, please take corrective action on your own. 

 

 First, exit the class, and close all other software browsers open on your computer; then re-enter class. 

 

 If the problem continues, contact your local IT support team and ask for help configuring your computer to work with DCO.

 

 Or call the DISA/DCO Help Desk; their number always appears in the corner of the classroom screen.
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SELECT: GUEST

ENTER: FULL NAME + SERVICE/AGENCY INITIALS

ATTENDANCE CREDIT

Helen  Smith/DTMO     


Microsoft_Office_PowerPoint_Slide4.sldx
4





SELECT: GUEST

ENTER:   FULL NAME + SERVICE/AGENCY INITIALS



ATTENDANCE CREDIT



     Helen  Smith/DTMO     





Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

To receive proof of attendance for this or any other DTMO distance learning class; always select the GUEST option on the login screen and enter your full name and Service or Agency initials.

 

Attendance is manually credited to eligible participants 1-2 weeks after class.

 

Print your certificate by going to the My Completed tab in TraX.

 

Class login information must match training registration information or credit cannot be awarded.

 

If you did not provide complete information at entry today, please do so now by using the chat box.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

 For those who are new to our program, participant microphones are turned off during class, so please do not select your microphone icon. here are however two options for communicating with our team today.  First, everyone has a “raise the hand” icon, in the lower left corner of the screen. 

Please go there now, and send me a message of your choice, then look at the attendance box to confirm your action.

 

INSTRUCTOR NOTE: Pause to give participants time to act, then insert a brief personal comment thanking them for their actions before returning to the script.  Remove all icons before advancing. 

 

You can also ask questions at any point by using the chat pod. 

(Insert co-instructor first name) and I will make every effort to quickly respond to your questions.

 When this is not possible, we will email the response after class.
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6 TRAINING OBJECTIVES

Understand the following
« Purpose and value of ENTS

+ Computer requirements for using EWTS

+ How to request PKI certificates for use of EWTS
Purpose of DBsign Universal Web Signer software
How to load training certificates into certificate store
Certificate importing options

How to access EWTS

How to tailor your organization in EWTS
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WHAT IS EWTS?

EWTS = Enterprise Web Training System

7

o

Training environment not production version



Web based



Duplicates DTS 

o

DoD Services and Agencies 



Available to all organizations



Free service

o

Simulates DTS 



Create documents and routing lists



Practice performing common DTA tasks
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DoD Services and Agencies 

Available to all organizations
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 Create documents and routing lists

 Practice performing common DTA tasks





Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

EWT is a training environment, it is not the live or production version of DTS. It is available via the Internet as a web based service. And it is designed to mirror or duplicate DTS in almost every aspect.  EWTS is available to any DoD service, agency or individual organization free of charge. EWTS  was created to provide DTS administrators and users with a safe environment in which to practice using the most current version of DTS.  The simulated DTS environment can be use by  DTAs to train travelers how to create authorizations, vouchers, and local vouchers. It also provides an environment where select personnel can practice creating and managing routing lists, approving documents and other common DTA tasks. 
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Training resource
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
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

Never creates actual reservations 
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Not connected to GDS
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Does not create PNRs
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

EWTS is a valuable training resource for AO’s and DTAs who typically used it as a safe practice environment for new personnel.  EWTS is only available to travelers through their AO or DTA. Travelers can only gain access to EWTS via their own AO or DTA.  AO’s and DTAs also use EWTS to improve their own skills by practicing common administrative or maintenance tasks.  This is possible because, although EWTS looks identical to DTS, it does not create actual travel reservations. EWTS is not connected to the GDS or Global Distribution System.  Therefore it  does not create PNRs or Passenger Name Records and it does not generate actual financial obligations.
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Computer Requirements

o

Internet Browser

– Internet Explorer v7

– Netscape

– Mozilla Firefox

o

Java Runtime Environment: JRE 1.6

o

DBsign Universal Web Signer: UWS

o

Public Key Cryptography Standards: 

PKCS Certificates
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

 

In addition to the software requirements listed on the last slide, the DTS Home page provides additional helpful information such as how to install the Java Runtime Environment. If all of this is new to you, then our team suggests you start by reviewing this extra material. Go to the DTS Home page, locate the box titled First Time Users and select the “Learn More” button.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

Before we get too far into class I want to make sure every one understands a couple of simple but very significant points. 

First,  the EWTS training environment is not secure. Therefore, no one should ever use EWTS without training certificates.

In other words make sure all users understand they should never use their CAC with this software.  This is an important internal training point because EWTS is not configured to prevent access via a CAC.  When a user accesses EWTS with their CAC  they may give other people access to their personal information. 



That said, if your organization  is ready to use EWTS but you do not have training certificates, you need to request a set from the Defense Travel Management Office or DTMO. 
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

To start using EWTS at your site,  start by going to the Defense Travel Management Office websites home page.

From here, locate the Program & Services tab, scroll to Training Resources and select Instructor Resources.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

Downloadable instructor materials are always available for use by a Defense Travel Administrator, Instructor or Travel Manager for both classroom and Distance Learning training.  In fact the Instructor Resources screen should be your one stop for shopping for all the material you need to use EWTS. A direct link will be available at the end of this session in our closing lobby.



Use the Quick Links and Resources box on the right side of the screen to access the EWTS Guide. It includes detailed instructions on how to use certificates and the form you need to request certificates is on the last page. All the material covered in class today can be found in this guide. And if all you need is the request form, select the second link.  



The classroom training resources I mention include instructor and student guides with supporting PowerPoint demonstrations. The material I am using today for this live instructor distance learning module is also available to any DTA or Instructor from our website. If you want to replicate this course or your users you can download  a detailed instructor guide and the supporting slides seen here today. Both the instructor guides and slides can be used as-is or customized as desired. 



Use the last two links in the box for information on how to download these resources and many others which have been designed to support you local training program.



Selecting the button marked EWTS opens the training environment, which I will review in a few minutes.
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Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

Before you can access that EWTS environment, you need those certificates I keep talking about. And in order to receive EWTS certificates you must complete the request from as displayed on this slide. 



Please slow down at this point, and take the time to fill out the form correctly. If your request form is incomplete or incorrect then receipt of certificates will be delayed. To ensure a delay free return, take the time to provide all requested information. 





14



image3.png

Defense Travel Management CFics (DTMO)
EWTS TRAINING CERTIFICATE REQUEST FCRM

Instructions: onglte th raquired s, Eral the complsted Fr to [ Siriampiaed
ENTSCRequestsdmo pantagonimil or Fax 0 703.695.750 ey

Requestor Contact Information:
= essns branhofsenice

e
e
Promss

Organization Information:

Organition s o3 MCAS Yuma:
e
ay Swe Zpcak
Gty

DTS Information:

Hos DTS Besn b topoushe? [ ves [0 Mo
Whatiyour ok nDTS? B

How et coyon ree
(T e semiand 2 53 sl 5 utoing e, and 10Ty

Tk s
Autoring ol (40) Chis-
e Deferce TowelAckninirors (LD ik

Wrequesting moretan 10 crttesforay ok, pase o stion:

FOR DTMO USEONLY:
TS Ogriztion e

=







image4.jpeg







image1.jpeg









u CERTIFICATE REQUEST FORM —






image33.emf
Defense Travel Management Office

Office 

of

the Under Secretary of Defense (Personnel and Readiness)

15

REQUESTOR INFORMATION


Microsoft_Office_PowerPoint_Slide14.sldx
15

REQUESTOR INFORMATION
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Let’s start with the top section of the form. To expedite your request, always enter the date you are submitting the request and be sure select your Branch of Service from the dropdown list.



The name entered must identify the person submitting the request along with that persons email address and phone number. All requests for EWTS training certificates are sent to the DTMO EWTS Administrators. If any of this information is missing or incorrect, they there could be a delay in processing if the EWTS Administrator has any questions about your request.
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The most valuable aspect of EWTS is that all training certificates are customized to reflect your specific organizational structure. When you use EWTS for training you are presenting personnel with  an environment the reflects what they will  see and use in the live version of DTS.



That customization starts with the creation of an appropriate organization name.  And that name must be created by the DTMO EWTS Administrator.  In order to create it the DTMO EWTS Administrator needs to understand, in general terms, if the certificates will be used at a base, a training facility, or an air station. 



Your sites street address, city, state and zip code are required information because the EWTS Administrator it to set up the training organization to be used by your students. 
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The last section of the request form asks if your organizations is currently using DTS or not.  Next the person requesting the certificates needs to identify their role as it relates to DTS .



The very last section of the form is where you must indicate the number of traveler, AO and LDTA certificates needed and this is also required information. The recommended set is 5 traveler certificates, 5 AO certificates and 1 LDTA certificate. If you request more than 10 of any single type of certificate, you must provide a written explanation of why this is necessary.  If a written explanation is not provided, the return of your certificates will be delayed until the DTMO EWTS Administrator can verify your request.
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When the form is complete, email or fax it to the DTMO EWTS Administrator using the address or phone number printed at the top of the form. It normally take 2-4 weeks to create, process, and return EWTS training certificates to a customer. Certificates will be delivered via email, not through the US Postal Service, FedEx, or UPS.
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Now that you have requested your certificates, it’s time to check your computers to make sure they are all properly configured to work with EWTS.  As you work with your IT team or other personnel who may have questions about the certificates, remember the following.



DBsign Universal Web Signer (UWS) is the security software used to authenticate users and provide a digital signature on DTS documents.  Previously the security software had to be manually loaded on individual computers by local IT administrators.  This requirement no longer exists because the security software DBsign UWS is now accessible via the Internet  

 

As I outlined at the start of class, in order to use DBsign, all computers must have Java Runtime Environment (JRE) 1.6 installed.  If JRE is not installed you may receive a warning that  installation is required before moving forward.  If you don’t have administrator privileges for your computer, or any computer being used for training, you must contact your IT administrator to perform this install. 



And as a final note, if your organization is currently using EWTS with certificates issued prior to May 2010, these certificates still work.  You will however need to follow instructions provided later in this class to have those certificates work in EWTS.
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When the certificates are received from the EWTS Administrator, the certificates must be detached or downloaded from the email.

 

Then the certificates will need to be placed on the computers to be used during the training class. 

 

The first step is to detach the certificates from the email and place them in a folder on your computer or 

 

You can save the certificates to a portable storage device such as a CD or diskette if you are approved to use these devices at your site.

 

You must import the certificates from that device to the certificate store located on the computer to be used for training. I will cover the certificate store on the next slide.

 

Previously certificates could be placed on the hard drive of the training computer and students could then select the certificate as appropriate for the training class they were attending.

 

An extra step is now required to allow these certificates to interface with the EWTS environment. 
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Whether you store the certificates on a computer hard drive or a portable storage device, you must direct students to import them into the computer’s certificate store before they can be used with EWTS.

 

A certificate store is a special key database file that is used to store digital certificates and it may also contain the certificate’s private key. The certificate store is located on your computer’s hard drive. The location of the certificate store will depend on what web browser is run on your computer. Three of the more popular web browsers are Internet Explorer, Netscape and Mozilla Firefox.  I will discuss the location of the certificate store on each of these web browsers on the next couple slides.

 

Regardless of the browser that is running, in order for certificates to work with EWTS, they must be imported into the certificate store. Importing certificates must be done each time a new person uses the computer, unless the computer is accessed with a generic ID and password.  In that case, the certificates will only have to be imported once.
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To access the certificate store in Internet Explorer:

Select Tools from the menu bar.  

Select Internet Options.

Select the Content tab.  

Select Certificates in the center of the tab. 

The Certificates screen will then open.
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Is there anyone in class today currently using Netscape or Mozilla Firefox? If so please raise your hand.

Seeing none, we can move on.

OR

And it looks like we do have at least 1-2 people, so as you can see the steps are pretty simple/



To access the certificate store in Netscape.

Open the Netscape Communicator.

Select the Communicator menu.

From the drop down list select Tools.

Select Security Info.  

And then select the Certificates link to view each certificate type stored.



To access the certificate store in Firefox:

Select Tools from the menu.

Select Options next.

Then select the Advanced icon.

And finally, select View Certificates.
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As I have just mentioned, each computer to be used for training must now have the training certificates imported into that computers certificate store.  And there are clearly different ways to import certificates. Today I will only review how to import certificates using Internet Explorer or IE.  If your organization runs any other browser, contact your local IT department for assistance with importing certificates. 



If you are using Internet Explorer there are 2 certificate import options and it is up to you, as the trainer, to determine which is most appropriate for your situation.  



The first option is to locate the folder or point on the computer where the certificates are stored.  Next, select the certificate that needs to be imported although only one certificate can be imported at a time.  Double click on a single certificate which opens the “Import Certificate Wizard”. 
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 As soon as the Welcome to the Certificate Import Wizard opens, select Next. 
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This opens the File to Import screen.

 

Since you started the import process by selecting the file where the certificate is stored, you will leave the File Name with the information that is pre-populated and select Next to continue.
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This opens the Password screen. The password for the certificate that is being imported is required in the Password text box.  If you are importing EWTS training certificates provided by the DTMO, the password will always be dts4You!

 

The optional checkbox Enable strong private key protection lets you create a higher security level for the certificate.  Since all the certificates you are importing are already protected with a password, you will not need to use this option. The next optional box, labeled Mark this key as exportable, should be checked if the certificates being placed into this computer’s certificate store will be exported in the future.  

 

Which means you may want to check this box to make the certificates exportable to a portable storage device. Finally, select Next to continue with importing the certificate.
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 The statement at the top of this screen simply explains that certificate stores are system areas where certificates are kept or maintained.

That means you need to  determine a location for your certificate store and a method for transferring all incoming certificates to that location. 



As you can see from the slide, you have two options.  As a best practice, our team recommends that you use the default option  of auto selection by Windows based on the type of certificate being imported. In other words, you don’t need to take any action on this screen if you leave it set at: Automatically select the certificate store based on the type of certificate.

 

However, if you are more familiar with Windows and want to designate a different computer location for your certificate store, then  you can select the second option and then browse to that point.



Either way, select Next to continue. If you think you have made a mistake at any point in this process you can use the Back button to return to a previous screen to check or change your actions.
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And as you can see from this slide, that action opens the Completing the Certificate Import Wizard dialogue box.

 

The message at the top of the box  confirms you have successfully completed the Certificate Import Wizard. 



Select Finish and a small pop-up box titled:  Certificate Import Wizard appears letting you know the import was successful. 

Select OK to close the pop-up box and you have now imported the first certificate.



Which means, depending on how many certificates you need to import, that’s one down; return to the beginning and repeat until all certificates have been loaded.
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Importing Certficates - Option #2.






image51.emf
Defense Travel Management Office

Office 

of

the Under Secretary of Defense (Personnel and Readiness)

IE: CERTIFICATE IMPORT WIZARD

32

IE Option 2: 

Browser > Tools > Internet Options > 

Content > Certificates > Import

Select Next


Microsoft_Office_PowerPoint_Slide31.sldx
IE: CERTIFICATE IMPORT WIZARD

32



IE Option 2: 

Browser > Tools > Internet Options > Content > Certificates > Import

Select Next





Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

 



32



image3.png

Welcome to the Certificate Import
Wizard

This wizard helps you copy certficates, certicate trust
lists, and certfcate revocation sts from your disk to @
certiicate store

A certficate, which s ssued by a certfication authoriy, is
 confirmation of your dentity and contains nformaton.
Used to protect data or o estabish secure network
connections. A certficate store i the system area nhere:
certficates are kept.

To continue, cick Next,






image1.jpeg









a 1E: CERTIFICATE NPORT WIZARD

IE Option 2:
Browser > Tools > Internet Options >
Content > Certificates > Import






image52.emf
Defense Travel Management Office

Office 

of

the Under Secretary of Defense (Personnel and Readiness)

33

Locate File

Select Certificate

IMPORT WIZARD: FILE TO IMPORT


Microsoft_Office_PowerPoint_Slide32.sldx
33





Locate File

Select Certificate

IMPORT WIZARD: FILE TO IMPORT





Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

The File to Import screen then opens. Select the Browse button to search for the location where the training certificates have been stored.

 

Choose the certificate that you need to import into the computer’s certificate store. 



Then either double click the certificate name or select Open.



 



33



image3.png

Cer

cate Import Wizard

File to Import
Specify the fie you want to mport.

] (o]

Note: More than one certfiate can be stored in a sigle fle n the folowing formats:
Personal Information Exchange-PKCS 12 (PR, P12)
Cryptographic Message Syntax Standard- PKCS =7 Certficates (#78)
Microsoft Seralzed Certficate Store (.SST)







image4.png

P

My Recent
Documerts

[Eim A Carson.p12
Eim D Carson.p12
[E3kim T Carson.p12
[EdTerry A Carsonp12
[EdTerry D Carson.p12
[EATerry T Carson.p12







image1.jpeg









a IMPORT WIZARD: FILETO INPORT






image53.emf
Defense Travel Management Office

Office 

of

the Under Secretary of Defense (Personnel and Readiness)

Importing Certificates – Certificate Wizard

23


Microsoft_Office_PowerPoint_Slide33.sldx
Importing Certificates – Certificate Wizard

23







Defense Travel Management Office

Office of the Under Secretary of Defense (Personnel and Readiness)

image3.png

Cel

cate Import Wizard

File to Import
Specify the fie you want to import.

Fie ame:
¥Documents and Settingserae. stanton Deskiop|Certcateste | [ romse.

Note: More than one certiicate can be stored in a single fle in the folowing form
Personal Information Exchange-PKCS 12 (PR, P12)
Cryptographic Message Syntax Standard- PKCS =7 Certficates (#78)

Microsoft Seralzed Certficate Store (.SST)







image1.jpeg














image54.emf
Defense Travel Management Office

Office 

of

the Under Secretary of Defense (Personnel and Readiness)

IMPORT WIZARD: PASSWORD

35

dts4You!

Select Next

Enter Password


image2.jpeg
Defense Travel System >> 04: Vouchers \_Instructor Guide _




